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For detailed information about configuring, using and administering the GemFire Enterprise native 
client, refer to the GemFire Enterprise Native Client Guide and the programming API documentation 
included with the product.

Product Overview
The GemFire Enterprise native client provides access for C++ and Microsoft® .NET™ clients to the 
GemFire Enterprise distributed system. The native client is written entirely in C++, so its initialization 
process does not involve the creation of a Java virtual machine. The .NET Framework client overlays the 
C++ native client and provides native operations for the .NET Framework application developer who 
needs to access the GemFire Enterprise cache server.
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Product Changes in 2.5.0.1

Documentation Changes
For the version 2.5.0.1 product documentation, these release notes and the README.html files for the 
product examples have been updated.

Compatibility with GemFire Enterprise
Version 2.5.0.1 of the native client is compatible only with version 5.5.1 of GemFire Enterprise. It is 
incompatible with all GemFire versions prior to 5.5.1.
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New Features and Product Changes in 2.5.0.0

Documentation Changes
For the version 2.5.0.0 product documentation, these release notes, the online API reference 
documentation, and the GemFire Enterprise Native Client Guide have been updated.

Durable Client Messaging
To prevent client data loss if a client’s connection to a cache server is severed, the GemFire Enterprise 
native client now supports durable messaging as an additional layer of protection. When a client 
configured for durable messaging disconnects, either normally or abnormally, its cache servers continue 
to queue the client’s messages for a configurable length of time. When the client reconnects, it receives 
its queued messages so its cache is updated.

The native client can be configured for durable messaging through its gfcpp.properties 
configuration file, or through its C++ and .NET API.

Client Authentication and Authorization
The GemFire Enterprise native client can now be configured so it must submit secure credentials before 
it can connect to a GemFire cache server. The native client can also be configured so it must submit 
credentials for authorizing cache server operations. The operation cannot be performed if client 
authorization is denied by the cache server.

GemFire security prevents unauthenticated clients from connecting to cache servers in the distributed 
system. By requiring the submission of credentials, the distributed system disallows malicious intrusions 
and blocks unauthorized test systems from inadventently accessing its cache.

Security is implemented in GemFire as an optional plug-in framework that augments any existing 
authentication and entitlement management infrastructure. This implementation gives application 
administrators the flexibility to delegate additional responsibility for system security to external 
providers. Sample implementations are also provided that demonstrate additional plug-in security 
capabilities, such as using a LDAP server for authentication, establishing PKCS encryption for 
authentication, and configuring XML files for defining authorization rules.
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Known Issues
To review known issues for the GemFire Enterprise native client, click your product version at 
http://support.gemstone.com/gfcpp/learning_center/bug_notes/index.htm. You must log in to access the 
bug notes page. If you don’t have a user account, click New User Registration to create one.

The Native Client License File Must be Requested
Before you can operate the native client, you must request its license file from GemStone Customer 
Support. The license file (gfCppLicense.zip) does not ship with the native client. When you receive 
the license file, either place it in the top-level directory for the native client product, or set the license-
file property in gfcpp.properties to point to the file location.

GemFire Enterprise Cache Server Tuning Information
See the GemFire Enterprise System Administrator’s Guide for detailed information about ways to 
configure and fine-tune the GemFire cache server to work efficiently with the native client.

Unsupported CreateServerRegion and CreateServerSubregion Methods
The CreateServerRegion and CreateServerSubregion methods are not supported in this release 
of the native client. An attempt to use these methods results in an UnsupportedException error. A 
future release will add support for these APIs.

Non-Primitive Key Types Require a Java Class Registered with the Cache 
Server
For non-primitive key types, a Java class defining the type is needed so the cache server can store the 
value in the cache. The applications accessing the cache may not involve Java at all, but the Java class 
still needs to be written and registered with the cache server.

Timeout Can Occur While Registering Interest in a Large Number of Keys
Individually registering interest in a large number of keys can result in a timeout condition. Instead, call 
registerAllKeys if you need to register interest in thousands of keys on the server.

Use a Smart Pointer Instead of a Raw Pointer for User Object Functions
If a raw pointer to a user-defined object is used for Region, Cache, or other API functions for the native 
client, the pointer is implicitly converted to a smart pointer. This is disallowed by the compiler for 
serializable keys and values in the Region API, but not in other places. A smart pointer takes ownership 
of an object, and deletes it when no other object references remain. The following code snippet shows 
the use of a raw pointer to put an object into the cache using the API:

CacheableKeyPtr keyPtr = CacheableKey::create(sKey.c_str());
ExampleObject* newObj = new ExampleObject(sValue);
ExampleObjectPtr newObjPtr = newObj;
ExampleCallback* callbackObj = new ExampleCallback();
m_currRegionPtr->put(keyPtr, newObj, callbackObj); // Compiler error: raw 
pointer for keys/values is disallowed by the compiler
m_currRegionPtr->put(keyPtr, newObjPtr, callbackObj); // Error: raw 
pointer for other arguments is allowed by the compiler but will not work 
as expected

In the previous code example, the callbackObj object will be deleted by the smart pointer when the 
put call returns if the callback does not keep a smart pointer reference.
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To prevent the implicit conversion of a raw pointer to a smart pointer, use a SharedPtr object when 
calling the API for a user-defined object. For example:

typedef SharedPtr<ExampleCallback> ExampleCallbackPtr;
...
CacheableKeyPtr keyPtr = CacheableKey::create(sKey.c_str());
ExampleObjectPtr newObjPtr = new ExampleObject(sValue);
ExampleCallbackPtr callbackPtr = new ExampleCallback();
m_currRegionPtr->put(keyPtr, newObj, callbackPtr); // Ok
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